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INTRODUCTION

Onl the Communications Security Establishment (CSE) was granted an
Active Cyber Operations Authorization to

(Authorization) under subsection 30(1) of the Communications Security
stablishment Act (CSE Act). The Authorization was repealed and replaced on

CSE is required by the CSE Act to provide the Minister of National
Defence with a written report on the outcomes of the activities carried out under the
Authorization within 90 days after its expiry/repeal.

This report is meant to satisfy that requirement, while including the following specifics
that are required by the Authorization:

» the value of the activities conducted under the Authorization;

+ metrics relating to activities conducted under the Authorization, including the
number of activities conducted and the results produced:;

« where an activity impacts section 2(b) of the Canadian Charter of Rights and
Freedoms (Charter), details of the assessments used to support that activity; and,

+ confirmation that the conditions outlined in the Authorization concerning
prohibited conduct have been met.

PROGRAM OVERVIEW

Active cyber operations (ACO) activities conducted pursuant to section 19 of the CSE
Act aim to degrade, disrupt, influence, respond to, or interfere with the capabilities,
intentions, or activities of a foreign individual, state, organization, or terrorist group as
they relate to Canada's international affairs, defence, or security interests, including
cybersecurity.

CSE is uniquely positioned to deliver ACO activities due to its capability to identify
foreign threats as they manifest, and to covertly manipulate and exploit the global
information infrastructure (Gl) in order to design and launch tailored responses to the
threats. The Authorization provided CSE with the authority to leverage its unique cyber
capabilities to:

+ degrade, disrupt, influence, respond to, or interfere with capabilities, intentions, or
activities

Those authorities were granted in a context whereby
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COMPLIANCE WITH THE TERMS, CONDITIONS, AND RESTRICTIONS OF
THE AUTHORIZATION

CSE has an internal compliance program that helps CSE meet its legal and policy
obligations. CSE's internal compliance program is regularly consulted on operational
planning for foreign cyber operations to validate that compliance requirements are
met. The compliance program also conducts periodic assessments of operational
activities and responds to compliance incidents when they occur. During this reporting
period, no FCO-related incidents were reported to or discovered by the internal
compliance team.

Charter Assessments

In addition, all operations under this Authorization were assessed for compliance with
the Charter, and no activities infringed the Charter.
One section 2(b) assessment was conducted during the Authorization period. CSE
renewed the section 2(b) assessment previously ¢ mple\‘ed and approved by the
Minister of National Defence in [ ifor an ope C under ’rhls
Authorization. This assessment covered the ‘
Accordmg to the current set of FCO Aut hmzahons the approval
authority now rests with the Chief, CSE.

CONCLUSION

This report fulfills the requirement of paragraph 31 of the Authorization and subsection

52(1) of the CSE Act to report in wrifing on the outcomes of the Authorization.

As you are aware, you issued a new Authorization, which came into force @nm
report wi

and will remain in effect for up to one year. A new end of authorization
e provided to you within 90 days after the new Authorization's expiry/repeal.
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INTRODUCTION

Oon: the Communications Security Establishment Canada (CSE) was granted

an Active Cyber Operations Authorization

’ (Authorization) under subsection 30(1) of the
Communications Security Establishment Act (CSE Act). The Authorization was repealed
and replaced on ‘CSE is required by the CSE Act to provide the Minister of
National Defence with a written report on the outcomes of the activities carried out
under the Authorization within 90 days of its expiry/repeadl.

This report is meant to satisfy that requirement while including the following specifics
that are required by the Authorization:

« the value of the activities conducted under the Authorization;

» metrics relating to activities conducted under the Authorization, including the
number of activities conducted and the results produced;

» where an activity impacts section 2(b) of the Canadian Charter of Rights and
Freedoms (Charter), details of the assessments used 1o support that activity; and,

+ confirmation that the conditions outlined in the Authorization concerning
prohibited conduct have been met.

PROGRAM OVERVIEW

Active cyber operations (ACO) activities conducted pursuant to section 19 of the CSE
Act aim to degrade, disrupt, influence, respond to, or interfere with the capabilities,
intentions, or activities of a foreign individual, state, organization, or terrorist group as
they relate to Canada's international affairs, defence, or security interests, including
cybersecurity.

CSE is uniquely positioned to deliver ACO activities due to its capability to identify
foreign cyber threats as they manifest, and to covertly manipulate and exploit the
global information infrastructure (Gll) in order to design and launch tailored responses
to the threats. The Authorization provided CSE with the authority to leverage its unigque
cyber capabilities to:

« degrade, disrupt, influence, respond to, or interfere with capabilities, intentions, or
activities

‘poses one of the most significant threats to Canada's international affairs,
defence, and security interests, including cybersecurity, as it engages in a range of
hostile activities. Canada, its partners, and like-minded countries are increasingly
targeted by hostile, pervasive, evolving, and far-reaching non-cyber, cyber, and hostile
influence campaigns carried out by notably with the aim of
interfering with
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COMPLIANCE WITH THE TERMS, CONDITIONS, AND RESTRICTIONS OF
THE AUTHORIZATION

CSE has an internal compliance program that helps CSE meet its legal and policy
obligations. CSE's internal compliance program is regularly consulted on operational
planning for forengn cyber operations (FCO) to validate that compliance requirements
are met. The compliance program also conducts periodic assessments of operational
activities and responds to compliance incidents when they occur. During this reporting
period, no FCO-related incidents were reported to or discovered by the internal
compliance team.

Charter Assessments

In addition, all operations under the Authorization were assessed for compliance with
the Charter, and no activities infringed the Charter.

No 2(b) assessments were required for ACO activities under the Authorization during this
reporting period.

CONCLUSION
This report fulfills the requirement of paragraph 30 of the Authorization and subsection
52(1) of the CSE Act to report in writing on the outcomes of the Authorization.
As you are aware, you issued a new Authorization, which came into force on

A new end of authorization report will be provided to you within 90 days after the
new Authorization's expiry/repeal.
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INTRODUCTION

On the Communications Security Establishment (CSE) was granted an

Active Cyber Operations Authorization

(Authorization) under
subsection 30(1) of the Cemmunications Security Establishment Act (CSE Acf). The
Authorization was repealed and replaced on CSE is required by the CSE
Act to provide the Minister of National Defence with a written report on the outcome of
the activities carried out under the Authorization within 20 days after its expiry/repeal.

This report is meant to satisfy that requirement, while including the following specifics
that are required by the Authorization:

» the value of the activities conducted under the Authorization;

+ metrics relating to activities conducted under the Authorization, including the
number of activities conducted pursuant to the Authorization and the results
produced;

« where an activity impacts section 2(b) of the Canadian Charter of Rights and
Freedoms (Charter), details of the assessments used to support that activity; and,

« confirmation that the conditions outlined in the Authorization concerning
prohibited conduct have been met.

PROGRAM OVERVIEW

Active cyber operations (ACO) activities conducted pursuant to section 19 of the CSE
Act aim to degrade, disrupt, influence, respond to, or interfere with the capabilities,
intentions, or activities of a foreign individual, state, organization, or terrorist group as
they relate to international affairs, defence, or security interests, including cybersecurity.

CSE is uniquely positioned to deliver ACO activifies due to its capability fo identify
foreign cyber threais as they manifest, and to covertly manipulate and exploit the
global information infrastructure (Gll) in order to design and launch tailored responses
to the threats. Under the Authorization, CSE's activities were directed at foreign targets
for the purpose of:

« distrupting foreign ‘that target Canada's
“and the institutions that supporf them;
« countering global . of foreign origin; and,
« disrupting the use of the Gll by foreign threat actors to recruit, plan, fund,
communicate, or carry out’ operations.

When planning for activities under the Authorization, CSE coordinated with Canadian
and international partners toensure that CSE's ACO activities were complementary to
the activities of others. In addition, the Governance Framework CSE has with Global
Affairs Canada includes a consultation protocol for the assessment of foreign policy risk,
foreign policy coherence, and compliance with Canada's obligations under
intfernational law for ACO activities.
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COMPLIANCE WITH THE TERMS, CONDITIONS, AND RESTRICTIONS OF
THE AUTHORIZATION

CSE has an internal compliance team that helps CSE meet its legal and policy
obligations. CSE's internal compliance program is regularly consulted on operational
planning for ACO activities validate that compliance requn'emenfs are met. The
compliance progrem also conducts periodic assessments of op:

ational activities and
responds to compliance incidents when they occur. During this reporfing period, no
ACO-related incidents were reported to or discovered by the internal campllance
team.

Charter Assessments

In addition, all operations under the Authorization were reviewed for ccmpisance with
fhe Charter No activities were found to have mfrmged the Chan‘er

Authonzaﬂon dunng 'rh;s repon‘lng penod
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CONCLUSION

This report fulfills the requirement of paragraph 31 of the Authorization and subsection

52(1) of the CSE Act to report in writing on the outcomes of the Authorization.

As you are aware, you issued a new Authorization, which came into force on |
- for CSE fo conduct ACO activities to

il be provided to you within 90 days after the new euthonzcmén 's expiry/repeal.
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INTRODUCTION

On the Communications Security Establishment (CSE) was granted a
Cybersecurity Authorization for Activities on Federal Infrastructures (Authorization) under
subsection 27(1) of the Communications Security Establishment Act (CSE Act). The
Authorization was repealed and replaced on CSE is required by the CSE
Act to provide the Minister of National Defence a written report on the outcome of the
activities carried out under the Authorization within 20 days after its expiry/repeal.

This report is meant to satisfy that requirement by providing details on the activities
undertaken under the Authorization, the value of those activities, the measures taken to
protect the privacy of Canadians while engaging in those activities, and relevant
metrics regarding the use of information that may have a privacy interest.

PROGRAM OVERVIEW

CSE conducts three different types of cybersecurity activities on federal infrastructure
under the Authorization:

o deploying solutions at the host level, known as host-based solutions (HBS);

o deploying solutions at the network level, known as network-based solutions (NBS);
and,

o deploying solutions at the cloud level, known as cloud-based solutions (CBS).

HBS, NBS, and CBS are complementary cybersecurity activities. They are applied af
different levels of the information infrastructures being protected:

These activities leverage similar principles and
techniques for detecting malicious cyber activity. Each activity involves assessing a
federal institution's electronic information and information infrastructure, and acquiring
any information originating from, directed to, stored on, or being fransmitted on or
through that infrastructure.

Alongside advanced malware analysis tools and automaied cybersecurity capabilities,
these activities allow CSE to provide a comprehensive defence framework for
detecting and preventing unauthorized access to federal institutions' electronic
information and infrusion into their information infrastructures. In order to meet those
objectives, CSE must conduct activities that may confravene other Acts of Parliament
or acquire information from the global information infrastructure that interferes with a
reasonable expectation of privacy of a Canadian or person in Canadd. The
Authorization enabled CSE to perform these critical activities, while also ensuring that
they were reasonable and proportionate.

L B R
i+

GCDocs 80784340 2 ANA ASI
'A-2024-00062--00019



s.15(1) - DEF.
5.16(2) l *. S l 'E m"gﬂ:hm i dQ::f ﬁ ; 'natmuni :m SECRET//CANADIAN EYES ONLY

OUTCOMES

New Agreements

During the period of the Authorization, CSE entered into [ agreeme
cybersecurity and information assurance services to the following fede

ts to provide
nstitutions:

As of E provided cybersecurity and information assurance services to
[ of 217 federal institutions.

Host-Based Solutions

' During the previous rertrﬁg period, it was reported that CSE provided services to
federal institutions. As noted above, the total number of federal institutions, as a
creation of new agencies, as well as some agencies expanding or dividing into two agencies, is
currently 217.

oo ve
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campcred to
the period in: WhIC the previous Authorization was in place.

Network-Based Solutions

CSE’s NBS. semces

N 'l‘ﬁ R g €
between CSEand a federal mshfuﬂon Furihermore, fhe fofal lnsfalled bmse refers to "rhe total
smber of sensors deployed on all federal infrastructures.
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Cloud-Based Solutions

Dunng the Authorization penod CSE deployed -CBSI. across its feder@ chenf base

partners and a total installed base of R "
T compared to the period of the previous Authorization.

DETECTION AND DEFENCE
CSE cybersecurity analysts have created algorithms -rand
automated processes to recognize malicious activity.

The information collected under HBS, NBS, and CBS
friggers an action either on the host, on the network, or
on the cloud to mitigate malicious activities and/or
compromises. Through its HBS, NBS, and CBS
deployments, CSE's network dynamic defehcer-capldy blocked an average 61‘-
over 6 billion malicious inbound
connection attempts per day throughout the Authorization period. This indicates a

federal enhh"es'recewmg NBS services fhr@ugh dwed egreemenfs with CSE,

4 During the Authorization period, CSE onboarded the following new CBS partners: [

5 During the previous reporting period, CSE reported a total installed base of r CBS.
result of the decommissioning of some CBS entfities, CSE's total installed base for CBS is currenﬂy

hile dynamic defence provides the capability to block malicious activity almost instantly,
samehmes manual intervention is also required.

’ L B B _—
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—per the (equnrements of the Authorization.

The inf@rmahen @cquired un@!er fhe Aufhenzeﬁon allewed CSE to

@lepclrfmen’rs 19 resnd fo these mcudenfs When d@mg so, CSE
abided by the requirements of the CSE Act and the Authorization by only retaining and
using mformemen fha‘t helped |denf|fy isolate, prevent, or mitigate harm to the federal

were the most frequently affected sectors.

federal entifies who receive NBS through direct agreement with CSE are: |

is the only entity no

& A malicious even'r in this case is defined as a breach of government security. It includes, but is
not limited to,

o6 v e
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Total Malicious Events Observed by Sector

Source: CSE's Threat Assessment, Reporting and Planning toam

These malicious events can be further categorized by the type of activity that was
detected. The table below shows the definitions of each categorization that is made,
and the following pie chart shows the corresponding distribution.

Event Description

® o6 e
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Malicious Events by Event Type

Sowrce: CSE s Thveat Assessmeint, Reporting, awd Planning team

State-Sponsored Activity Against the Government of Conada
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Source: CSE's Thréat Assessmient, Reporfiiig and Pranning iéam
The state-sponsored activity has been further categorized below by event type.
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State-Sponsored Activity Event Types

Source: CSE's Threat Avsessment, Reportitg and Plopning tean

VALUE OF CYBERSECURITY AND INFORMATION ASSURANCE ACTIVITIES

Canadians depend on the GC and ifs institutions for a wide range of essential services
including health, national security and defence, banking and financial assistance,
education, and food safety. Canadians expect and frust the GC and its institutions to
protect their personal information and information that impacts their security, as well as
their financial and social well-being.

Federal institutions are continuously targeted by a range of sophisticated cyber threat
actors, including cyber criminals and state-sponsored actors. To counter these threat
actors and ensure that Canadians' information and services are protected, the GC
maintains robust defences to deter and detect malicious activities and increase the
time and resources required by threat actors to penetrate federal information
infrastructures. ' '

Federa‘l insﬁ?uﬂens empl‘oybest~ef~breed 'cemmerc'iully evdil‘able measures fe de’r‘ect
complemem these comm.erc:ally _llable solutions by_leveragm;g ferexgn_lntelhgen_ce
on cyber threats, threat intelligence feeds, and CSE's interconnected sensors that it
deploys across federal institutions to establish a more comprehensive threat picture and
enable responses. As permitted by the Authorization, CSE used HBS, NBS, and CBS
collected information to feed advanced intrusion defection and analysis solutions. CSE

took mitigative actions based on this information, mcludm‘g’ routinely blockmg over é

l{[
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Recent Successes
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MEASURES TO PROTECT THE PRIVACY OF CANADIANS

CSE has a comprehensive program in place o protect the privacy of Canadians and
persons in Canada in the conduct of its cybersecurity activities. CSE's Mission Policy
Suite Cybersecurity (MPS Cybersecurity) is a foundational policy document based on
the CSE Act, the Canadian Charter of Rights and Freedoms, the Privacy Act, and other
applicable laws, that guides how CSE conducts its cybersecurity and information
assurance activities while ensuring that information with a Canadian privacy interest is
protected. MPS Cybersecurity applies to all CSE employees conducting operational
activities under the cybersecurity aspect of CSE's mandate. A layered suite of privacy
measures is built into CSE processes, training, and compliance programs. Broadly
speaking, MPS Cybersecurity governs the acquisition, use (analysis), retention, and
disclosure of information in the conduct of CSE's operations.

The privacy profection measures applied to data acquired under this Authorization
included, but were not limited to, the following:

» information was tagged and tracked throughout its life-cycle, including for
retention and disposition schedules;

* access to data was restricted to a limited number of personnel who
demonstrated knowledge of CSE’s legal and policy framework;

« prior o accessing unassessed information, analysts must pass an annual graded
test, covering the legal and policy requirements that apply to handling this type
of information;

+ the conduct of cybersecurity activities under this Authorization and access to
unassessed data was limited to those authorized to conduct or support
cybersecurity activities;

+ access to use, analyse, and report data was subject to approval processes to
ensure proper oversight and privacy considerations, as outlined in MPS
Cybersecurity;

» privacy annotations were applied to track the number of private
communications (PCs) retained and to automatically delete those that were not
deemed to be essential to identify, isolate, prevent or mitigate harm to federal
institutions" electronic information or information infrastructures;

« disclosure of PCs was subject to strict requirements and tracking:

« information relating to a Canadian or person in Canada was only retained when
it was determined that the information was essential to identify, isolate, prevent
or mitigate harm to federal systems or those of systems of importance;

» information relating to a Canadian or person in Canada was only disclosed
outside CSE when it was determined that the disclosure was necessary to help
protect federal systems or systems of importance; and,

« disclosure of information relating fo a Canadian or person in Canada was
subject to strict handling and privacy protection measures.

GCDocs 80784340 13 a2NA A A
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In addition, before deploying its cybersecurity solutions to protect federal systems, CSE
required that the system owners of these institutions request CSE's services in writing and
were fully informed of, and consented to, the provision of those services. In dccordance
with standard government practice, federal institutions advised authorized users of
these information infrastructures that their device and/or network activity were being
monitored for cybersecurity purposes.

These privacy protection measures are also demonstrated in the following sections of
this report. CSE's tagging and tracking of information throughout its lifecycle ensures
that information acquired under the Authorization is only retained when assessed as
necessary or essential, and that information relating to @ Canadian or person in
Canada is disclosed outside CSE only when it is necessary.

Additionally, CSE's internal compliance team helps CSE meet its legal and policy
obligations with respect to the collection, handling, use, retention, and disclosure of
information. The team's work is guided by an annual work plan to ensure that it monitors
key activities on a regular basis, including, but not limited to: the compliance of
systems, tools and services, appropriate access confrols, data retention, releasable
cybersecurity product approvals and documentation, cross-mandate activities,
information sharing, including sharing with eﬁli’gfil#a‘ilie?-r'ecipién’rs;"G's well as the compliance
of new or substantially modified activities and pilot projects. These compliance
monitoring activities are conducted using a risk-based approach.

- CSE's internal compliance program was nofified of a potential

During the period the Authorization was in place, the internal compliance team
conducted several activities to measure the compliance of cyber defence systems,
including assessments of sharing documentation, the development and sharing of
threat assessments, and data delefion compliance in Cyber Centre's systems.

GCDocs 80784340 4 anada
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The team identified no instances where persons, other than those authorized,
intentionally accessed cybersecurity architectures, equipment, or unassessed
information while conducting cybersecurity activities pursuant to the Authorization.

PRIVATE COMMUNICATIONS AND SOLICITOR-CLIENT
COMMUNICATIONS

Private Communications

PCs are communications that originate or terminate in Canada where the originator
has a reasonable expectation of privacy. As part of its compliance and reporting
regime, CSE uses a marking system to annotate recognized PCs.

During the period the Authorization was in place,  PCs were retained as they were
deemed essential to identify, isolate, or prevent harm to federal systems or systems of
importance; of those, = were disclosed outside CSEin.  reports. PCs disclosed in
reports outside CSE included

Solicitor-Client Communications

A solicitor-client communication is defined as a communication relating to the seeking.
formulating, or giving of legal advice between a client and a person authorized to
practice as an advocate or notary in Quebec or as a barrister or solicitor in any territory
or other province in Canada, or any person employed in the office of such advocate,
noftary, barrister or solicitor.

In accordance with the Authorization, solicitor-client communications shall be
destroyed unless the Chief, CSE has reasonable grounds to believe the communication
is essential to identify, isolate, prevent or mitigate harm to federal systems. Before using,
analysing. retaining, or disclosing the communication, the Chief, CSE shall advise the
Minister of National Defence and seek direction regarding its use, analysis, retention,
and disclosure. Should the Minister direct CSE to use, analyse, retain, or disclose any
solicitor-client communication, the Chief, CSE will also notify the Intelligence
Commissioner. Should the Chief, CSE have reasonable grounds to believe that the
information raises concerns about an imminent threat which would compromise the
ability of a federal institution to mitigate that imminent threat to federal systems, the
Chief, CSE may use, analyse, retain, or disclose the communication to the extent
necessary to address the imminent threat. The Chief, CSE shall advise the Minister of
National Defence, in writing, no later than 48 hours after such determination, so that the
Minister can decide its further use, retention, and disclosure. The Chief, CSE will also
notify the Intelligence Commissioner.
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During the period the Authorization was in place, CSE did not use, analyse, retain or
disclose dny recognized solicitor-client communications.

information Relating to a Canadian or Person in Canada

Information relating a Canadian or person in Canada refers to any information
recognized as having reference to a Canadian or person in Canada, regardless of
whether that information could be used to identify that Canadian or person in Canada.
In the context of cybersecurity and information assurance activities, this information
includes both identifying and non-identifying information, such as domain names, email
addresses, business information, or usernames. In accordance with the Authorization,
CSE may undertake activities that could include the incidental acquisition of
information relating to a Canadian or person in Canada, as well as the use, analysis,
retention, and disclosure of this information. CSE may disclose information relating to a
Canadian or person in Canada that has been acquired, used, and analysed in the
course of the activities carried out under the Authorization, to persons or classes of
persons designated under section 45 of the CSE Act, where the disclosure of that
information is necessary to help protect federal systems and other systems of
importance.

During the period the Authorization was in place, CSE issued cyber defence
reports based on malicious activity and vulnerabilities identified through CSE's
cybersecurity solutions. Of these, contained information relating to a Canadian
or person in Canada, such as

all of which were acquired from federal systems and systems of importance
receiving cybersecurity services from CSE. When deemed necessary to help protect
federal systems or systems of importance, CSE disclosed these reports o designated
recipients as authorized by the Minister of National Defence under section 45 of the CSE
Act.

Reports shared outside CSE containing information relating to Canadians or persons in
Canada primarily consist of reports containing information from those systems and
networks, where CSE is sharing the information back to the system owner. For example,
CSE will share a report with a federal institution which contains their own compromised
in order to identify vulnerabilities and propose
mitigations to help protect those federal systems and neftworks. In some cases, CSE
shares reports containing information relating to a Canadian or person in Canada to
other designated recipients authorized under section 45 of the CSE Act, such as
' who have cyber defence coordination,
mitigation, or victim noftification mandates as identified in the Ministerial Order, where
the information will be used to further protect federal institutions and systems of
importance.

CONCLUSION

The details in this report demonstrate the outcomes and value of the activities
undertaken as part of the Authorization, as well as the measures taken to safeguard the
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privacy of Canadians. This report fulfills the requirement of paragraph 60 of the
Authorization and subsection 52(1) of the CSE Act to report in writing on the outcomes
of the Authorization.

A new Authorization was issued, which came into force on| - following the
Inteligence Commissioner's approval, which will remain in effect for A
new end of authorization report will be provided to you within 20 days after the new
Authorization's expiry/repeal.
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COMMUNICATIONS SECURITY ESTABLISHMENT CANADA

END OF AUTHORIZATION

REPORT

FOR THE MINISTER OF
NATIONAL DEFENCE

Defensive Cyber Operations Authorization

© Government of Canada
This document is the property of the Government of Canada. It shall not be altered, distributed

il
beyond its intended audience, produced, reproduced or published, in whole or in any substantial Canada
part thersof, without the express permission of CSE.
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INTRODUCTION

Oon the Communications Security Establishment (CSE) was granted a

Defensive Cyber Operdations Authorization (Authorization) under subsection 29(1) of the
Communications Security Establishment Act (CSE Act). The Authorization was repealed
andreplacedon == ' - CSEisrequired by the CSE Act to provide the Minister of
National Defence with a written report on the outcome of the activities carried out
under the Authorization within 90 days after its expiry/repeal.

This report is meant to satisfy that requirement, while including the following specifics
that are required by the Authorization:

» the value of the activities conducted under the Authorization;

« metrics relating to activities conducted under the Authorization, including the
number of activities conducted pursuant to the Authorization and the results
produced;

« where an activity impacts section 2(b) of the Canadian Charter of Rights and
Freedoms (Charter), details of the assessments used to support that activity; and,

+ confirmation that the conditions outlined in the Authorization concermning
prohibited conduct have been met.

PROGRAM OVERVIEW

Defensive cyber operations (DCO) conducted pursuant to section 18 of the CSE Act
aim to help protect federal institutions' electronic information and information
infrastructures (federal systems), and the electronic information and information
infrastructures designated as being of importance fo the Government of Canada (GC)
(systems of importance).

CSE is uniquely positioned to deliver DCO activities as it can leverage the information it
acquires in accordance with other aspects of its mandate to identify and characterize
threats with precision.

The Authorization provided CSE with the authority to leverage its unique cyber
capabilities to:

+ protect against foreign entities' activities that threaten federal systems, or systems
of importance, by degrading, disrupting, or interfering with their capabilities,
intentions, or activities; and,

* influence or interfere with foreign targets' capabilities, intfentions, or activities by

Under the terms of the Authorization, DCO activities were authorized to be undertaken
when one of the following circumstances arose:

1. the threat was of a nature that CSE's cybersecurity tools, capabilities, and
resources would be insufficient fo protect the electronic information or
information infrastructures in a fimely manner;

¢ & & ¢ & r]i a
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2. the threat had progressed to such an advanced stage of compromise that
deploying CSE's cybersecurity tools, capabilities, and resources may no longer

~ be sufficient to mitigate the threat; or,

3. the scope and scale of the anticipated threat was so widespread, impacting so
many federal systems and systems of importance, that deploying CSE's
cybersecurity tools, capabilities, and resources needed to mitigate this threat in
a timely manner was not possible.

When planning for activities under the Authorization, CSE coordinated with Canadian
and international partners to ensure that CSE's DCO activities were complementary to
the activities of others. In addition, a Governance Framework has been developed with
Globcl Affairs Canada that includes a consultation protocol for the assessment of
foreign policy risk, foreign policy coherence, and compliance with Canada’s
obligations under international law for DCO activities.

OUTCOMES

Between [T CSE conducted (I to help
protect federal systems and systems of importance.

COMPLIANCE WITH THE TERMS, CONDITIONS, AND RESTRICTIONS OF
THE AUTHORIZATION

CSE has an internal compliance team that helps CSE meet its legal and policy
obligations. CSE's internal compliance program was consulted on the standing
operational plan for DCO to validate that compliance requirements were met. The
compliance program also conducts periodic assessments of operational efc'ﬂvmes and
responds to compliance incidents when they occur. During this reporting period, no
DCO-related incidents were reported to or discovered by the internal comphance
team.
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GCDocs 80743354 3 Ca_rla ﬂ 2 .



s.15(1) - DEF

l & l Communications Security  Centre de la sécurité des TOP SECRET//SI/ICANADIAN EYES ONLY
' Establishment Canada télécommunications Canada

Charter Assessments

In addition, all operations under the Authorization were assessed for compliance with
the Charter. No activities were found to have infringed the Charter.

No 2(b) assessments were required for DCO activities conducted under the
Authorization during this reporting period.

CONCLUSION

This report fulfills the requirement of paragraph 34 of the Authorization and subsection
52(1) of the CSE Act o report in writing on the outcomes of the Authorization.

As you are aware, you issued a new Authorization, which came into force on
! _for CSE to conduct DCO activities. A new end of authorization report will be
provided to you within 90 days after the new Authorization's expiry/repeal.
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